Get commands
Auditpol /?

C:xWindowswsystem32 >auditpol-?
Uzage: AuditPol command [<sub—commandX*><options>]

Commands Conly one command permitted per execution?
s7 Help <context—sensitivel
saet Dizplavs the current andit policy.
sset Sets the awdit policy.
slist Displays selectable policy elements.
shackup Saves the audit policy to a file.
srestope Restores the audit policy from a file.
scleapr Clears the audit policy.
SPEMOVE Removes the per—user audit policy for a user account.
sresourcelACL Conf igure global resource SACLs

lze AuditPol <command> ~#? for details on each command

C:xWindowsssystem32 *Auditpols?
lzage : AuditPol command [<sub—command*><options ]

Get audit status of categories
Auditpol /get /category:*

!' Uze AuditPol <command> ~7 for details on each command

CasWindowsssystemd2>auditpol ~get Acategory:*
System audit policy
Category-sSubcategory Setting
System
Security System Extensdion Mo Auditing
System Integrity Success and Failure
IPsec Driver Mo Auditing
Other System Events Success and Failure
Security State Change Success
Logon~<Logoff
Logon Success
Logoff Success
Account Lockout Success
IPzec Main Mode Mo Auditing
IPsec Quick Mode Mo Auditing
IPSEQ Extended Mode Mo Auditing

Enable audit to success
Audit /set /subcategory:”Process Creation” /success:enable
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Other Privilege Use Events Auditing
Detailed Tracking

Process Termination Auditing

DPAPI Activity Auditing

RPC Events Auditing
Process Creation Auditing
Fo lic:_l!r Chan ge
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C:Windowsssystend2>auditpol Aget Asubcategory:'Process Creation®
Sustem audit policy

CategorysSubcategory Setting
Detailed Tracking
Process Creation Success




To get the logs
Open notepad
Get systemname
Open eventveiwer

C:sUWindowsssystend2 *notepad . exe

C:sUWindowsssystemd2 *whoami.exe
querty—pchguerty

C:xWindowsssystemdZ reventvur . msc

C:xWindowsssystemd2 >notepad.exe

E Event Properties - Event 4688, Microsoft Windows security auditing.

General | Details

A new process has been created.
Subject:

Security ID: qwerty-PChqwerty

Account Mame: quwerty

Account Domain: gwerty-PC

Logon ID: 035290
Log Mame: Security
Source: Microsoft Windows security  Logged: 8/9/2026 8:39:31 PM
Event ID: 4688 Task Category: Process Creation
Level: Information Keywords: Audit Success
User: NS Computer: qwerty-PC
OpCode: Info

More Information:
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